
2024.03.14 Simeon Vincent — Developer Relations Engineer

Firefox, Android, and 
Cross-browser 
WebExtensions in 2024



What are 
extensions?



Cross-browser WebExtensions — What are browser extensions?



Cross-browser WebExtensions — What are browser extensions?



Cross-browser WebExtensions — What are browser extensions?



Cross-browser WebExtensions — What are browser extensions?



After

Before
Cross-browser WebExtensions — What are browser extensions?



WebExtensions

https://github.com/w3c/webextensions

Cross-browser WebExtensions

https://github.com/w3c/webextensions


WebExtensions

https://github.com/w3c/webextensions

Cross-browser WebExtensions

https://github.com/w3c/webextensions


Table of
contents

Path towards full productivity

1. Modifying site content

2. Host permissions

3. Script on click

4. Short-lived background

5. Untrustworthy content

6. Resources

Cross-browser WebExtensions 



Modifying site 
content
● Content scripts
● Manifest Version 2 vs Manifest Version 3

Cross-browser WebExtensions



{
  "name": "Content script MV2 sample",
  "version": "1",
  "manifest_version": 2,
  "content_scripts": [
    {
      "js": ["contentscript.js"],
      "matches": ["*://*/*"]
    }
  ]
}

./manifest.json

./contentscript.js

document.addEventListener("click", event => {
  alert("Got click at " + document.URL);
});
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Manifest versions
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{
  "name": "Content script MV2 sample",
  "version": "1",
  "manifest_version": 2,
  "content_scripts": [
    {
      "js": ["contentscript.js"],
      "matches": ["*://*/*"]
    }
  ]
}

./manifest.json

./contentscript.js

document.addEventListener("click", event => {
  alert("Got click at " + document.URL);
});
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{
  "name": "Content script MV3 sample",
  "version": "1",
  "manifest_version": 3,
  "content_scripts": [
    {
      "js": ["contentscript.js"],
      "matches": ["*://*/*"]
    }
  ]
}

./manifest.json

./contentscript.js

document.addEventListener("click", event => {
  alert("Got click at " + document.URL);
});

Cross-browser WebExtensions — Modifying site content
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Host 
permissions
● Manifest Version 3 limitations
● User controls
● Requesting host permissions after install

Cross-browser WebExtensions



Users in control of host 
permissions, by design
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  "content_scripts": [{
    "js": ["contentscript.js"],
    "matches": ["*://*/*"]
  }],
  "options_ui": {
    "page": "options.html"
  }
}

./manifest.json

./options.html

Explanation here.
<label>
  <input type="checkbox" id="permCheckbox">
  Allow access to example.com
</label>
<script src="options.js"></script>

Cross-browser WebExtensions — Host permissions



const permissions = { origins: ["*://*.example.com/"] };

./options.js Cross-browser WebExtensions — Host permissions

scheme host path

“Match Patterns”
https://example.com/*
https://*.example.com/*
https://*.example.com/
*://*.example.com/sub/path.html

(path is ignored in permission requests)



const permissions = { origins: ["*://*.example.com/"] };
const checkbox = document.getElementById("permCheckbox");

async function renderPermissions() {
  checkbox.checked = await browser.permissions.contains(permissions);
}

renderPermissions(); // Set initial checkbox state.

./options.js Cross-browser WebExtensions — Host permissions



const permissions = { origins: ["*://*.example.com/"] };
const checkbox = document.getElementById("permCheckbox");
checkbox.onchange = async () => {
  if (checkbox.checked) {
    if (!(await browser.permissions.request(permissions)))
      checkbox.checked = false; // Denied by user.
  } else {
    try {
      await browser.permissions.remove(permissions);
    } catch (e) { checkbox.checked = true; } // Chrome refused removal.
  }
};
async function renderPermissions() {
  checkbox.checked = await browser.permissions.contains(permissions);
}
browser.permissions.onAdded.addListener(renderPermissions);
browser.permissions.onRemoved.addListener(renderPermissions);
renderPermissions(); // Set initial checkbox state.

./options.js Cross-browser WebExtensions — Host permissions



^ bonus tip: extension-defined UI with dark theme support via:
<meta name="color-scheme" content="dark light">
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Script on click

● Content scripts on demand
● Cross-browser background script & service_worker
● Extension action and activeTab permission
● Extension action popups

Cross-browser WebExtensions



{
  "name": "Script on click",
  "version": "1",
  "manifest_version": 3,
  "permissions": ["activeTab", "scripting"],
  "action": {
    "default_title": "Execute script on click"
  },
  "background": {
    "scripts": ["background.js"]
  }
}

./manifest.json Cross-browser WebExtensions — Script on click



{
  "name": "Script on click",
  "version": "1",
  "manifest_version": 3,
  "permissions": ["activeTab", "scripting"],
  "action": {
    "default_title": "Execute script on click"
  },
  "background": {
    "scripts": ["background.js"],
  }
}

./manifest.json Cross-browser WebExtensions — Script on click



{
  "name": "Script on click",
  "version": "1",
  "manifest_version": 3,
  "permissions": ["activeTab", "scripting"],
  "action": {
    "default_title": "Execute script on click"
  },
  "background": {
    "scripts": ["background.js"]
  }
}

./manifest.json Cross-browser WebExtensions — Script on click

Warning: demo works in Firefox but not Chrome



./background.js

// Polyfills "browser" in Chrome: 
if (typeof browser == "undefined") {
  globalThis.browser = chrome;
}

browser.action.onClicked.addListener((tab) => {
  browser.scripting.executeScript({
    target: { tabId: tab.id },
    func: () => {
      alert("Ran script at " + document.URL);
    }
  });
});

Cross-browser WebExtensions — Script on click



./background.js

// Polyfills "browser" in Chrome: 
if (typeof browser == "undefined") {
  globalThis.browser = chrome;
}

browser.action.onClicked.addListener((tab) => {
  browser.scripting.executeScript({
    target: { tabId: tab.id },
    func: () => {
      alert("Ran script at " + document.URL);
    }
  });
});

To save screen space, subsequent sides use the below 
code snippet with the “nullish coalescing operator”:

  globalThis.browser ??= chrome;

This polyfill is simple because chrome in MV3 supports 
Promises. In MV2, webextension-polyfill was needed.
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./background.js

globalThis.browser ??= chrome;

browser.action.onClicked.addListener((tab) => {
  browser.scripting.executeScript({
    target: { tabId: tab.id },
    func: () => {
      alert("Ran script at " + document.URL);
    }
  });
});

Cross-browser WebExtensions — Script on click



./background.js

globalThis.browser ??= chrome;

browser.action.onClicked.addListener((tab) => {
  browser.scripting.executeScript({
    target: { tabId: tab.id },
    func: () => {
      alert("Ran script at " + document.URL);
    }
  });
}); func will be serialized and evaluated in the 

context of the target document.

⚠ Shorthand func() { … } is not supported, instead use
 func: function() { … } or func: () => { … }

Cross-browser WebExtensions — Script on click
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{
  "name": "Script on click",
  "version": "1",
  "manifest_version": 3,
  "permissions": ["activeTab", "scripting"],
  "action": {
    "default_title": "Execute script on click"
  },
  "background": {
    "scripts": ["background.js"]
  }
}

./manifest.json Cross-browser WebExtensions — Script on click



{
  "name": "Script on click",
  "version": "1",
  "manifest_version": 3,
  "permissions": ["activeTab", "scripting"],
  "action": {
    "default_title": "Execute script on click"
  },
  "background": {
    "service_worker": "background.js"
  }
}

./manifest.json Cross-browser WebExtensions — Script on click



Firefox Confidential

Cross-browser WebExtensions

demo



Cross-browser
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{ // manifest.json for Firefox/Safari only.
  "name": "Script on click",
  "version": "1",
  "manifest_version": 3,
  "permissions": ["activeTab", "scripting"],
  "action": {
    "default_title": "Execute script on click"
  },
  "background": {
    "scripts": ["background.js"]
  }
}
{ // manifest.json for Chrome/Safari only.
  "name": "Script on click",
  "version": "1",
  "manifest_version": 3,
  "permissions": ["activeTab", "scripting"],
  "action": {
    "default_title": "Execute script on click"
  },
  "background": {
    "service_worker": "background.js"
  }
}

./manifest.json Cross-browser WebExtensions — Script on click



{ // manifest.json for all browsers
  "name": "Script on click",
  "version": "1",
  "manifest_version": 3,
  "permissions": ["activeTab", "scripting"],
  "action": {
    "default_title": "Execute script on click"
  },
  "background": {
    "scripts": ["background.js"],
    "service_worker": "background.js"
  }
}

{ // manifest.json for Firefox/Safari only.
  "name": "Script on click",
  "version": "1",
  "manifest_version": 3,
  "permissions": ["activeTab", "scripting"],
  "action": {
    "default_title": "Execute script on click"
  },
  "background": {
    "scripts": ["background.js"]
  }
}
{ // manifest.json for Chrome/Safari only.
  "name": "Script on click",
  "version": "1",
  "manifest_version": 3,
  "permissions": ["activeTab", "scripting"],
  "action": {
    "default_title": "Execute script on click"
  },
  "background": {
    "service_worker": "background.js"
  }
}

./manifest.json Cross-browser WebExtensions — Script on click



{ // manifest.json for all browsers
  "name": "Script on click",
  "version": "1",
  "manifest_version": 3,
  "permissions": ["activeTab", "scripting"],
  "action": {
    "default_title": "Execute script on click"
  },
  "background": {
    "scripts": ["background.js"],
    "service_worker": "background.js"
  },
  "browser_specific_settings": {
    "gecko": {
      "id": "script-on-click@example",
      "strict_min_version": "121.0a1"
    },
    "gecko_android": {
      "strict_min_version": "121.0a1"
    }
  },
  "minimum_chrome_version": "121"
}

{ // manifest.json for Firefox/Safari only.
  "name": "Script on click",
  "version": "1",
  "manifest_version": 3,
  "permissions": ["activeTab", "scripting"],
  "action": {
    "default_title": "Execute script on click"
  },
  "background": {
    "scripts": ["background.js"]
  }
}
{ // manifest.json for Chrome/Safari only.
  "name": "Script on click",
  "version": "1",
  "manifest_version": 3,
  "permissions": ["activeTab", "scripting"],
  "action": {
    "default_title": "Execute script on click"
  },
  "background": {
    "service_worker": "background.js"
  }
}

./manifest.json Cross-browser WebExtensions — Script on click



Loading multiple 
background files



  "manifest_version": 3,
  "permissions": ["activeTab", "scripting"],
  "action": {
    "default_title": "Execute script on click"
  },
  "background": {
    "scripts": ["mylib.js", "background.js"],
    "service_worker": "background.js"
  },
  "browser_specific_settings": {
    "gecko": {
      "id": "script-on-click@example",
      "strict_min_version": "121.0a1"
    },
    "gecko_android": {
      "strict_min_version": "121.0a1"
    }
  },
  "minimum_chrome_version": "121"
}

./manifest.json Cross-browser WebExtensions — Script on click



./manifest.json

  "manifest_version": 3,
  "permissions": ["activeTab", "scripting"],
  "action": {
    "default_title": "Execute script on click"
  },
  "background": {
    "scripts": ["mylib.js", "background.js"],
    "service_worker": "sw.js"
  },
  "browser_specific_settings": {
    "gecko": {
      "id": "script-on-click@example",
      "strict_min_version": "121.0a1"
    },
    "gecko_android": {
      "strict_min_version": "121.0a1"
    }
  },
  "minimum_chrome_version": "121"
}

Cross-browser WebExtensions — Script on click



./manifest.json

  "manifest_version": 3,
  "permissions": ["activeTab", "scripting"],
  "action": {
    "default_title": "Execute script on click"
  },
  "background": {
    "scripts": ["mylib.js", "background.js"],
    "service_worker": "sw.js"
  },

// sw.js
importScripts("mylib.js", "background.js");

Cross-browser WebExtensions — Script on click



Script on click via extension 
popup without background
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{
  "name": "Script on click without background",
  "version": "1",
  "manifest_version": 3,
  "permissions": ["activeTab", "scripting"],
  "action": {
    "default_title": "Execute script on click",
    "default_popup": "action_popup.html"
  }
}

./manifest.json Cross-browser WebExtensions — Script on click



<!DOCTYPE html>
<script src="action_popup.js" type="module"></script>

./action_popup.html

./action_popup.js

try {
  let tabs = await browser.tabs.query({ active: true, currentWindow: true });
  await browser.scripting.executeScript({
    target: { tabId: tabs[0].id },
    func: () => { // ← func is serialized and run in the context of the tab.
     setTimeout(() => { // ← Queue task, so func returns before alert().
        alert("Clicked extension button and ran script at " + document.URL)
      }, 0);
    }
  });
} finally {
  window.close();
}

Cross-browser WebExtensions — Script on click
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Short-lived 
background
● Non-persistent background - what and why?
● Event-based execution context
● storage.session

Cross-browser WebExtensions



{
  "name": "Visit counter",
  "description": "Show number of visits to extensionworkshop.com on the extension button.",
  "version": "1",
  "manifest_version": 3,
  "permissions": ["webNavigation", "storage"],
  "action": {},
  "background": {
    "scripts": ["background.js"],
    "service_worker": "background.js"
  },
  "browser_specific_settings": {
    "gecko": {
      "id": "visit-counter@example",
      "strict_min_version": "121.0a1"
    },
    "gecko_android": {
      "strict_min_version": "121.0a1"
    }
  },
  "minimum_chrome_version": "121"
}

./manifest.js Cross-browser WebExtensions — Short-lived background



{
  "name": "Visit counter",
  "description": "Show number of visits to extensionworkshop.com on the extension button.",
  "version": "1",
  "manifest_version": 3,
  "permissions": ["webNavigation", "storage"],
  "action": {},
  "background": {
    "scripts": ["background.js"],
    "service_worker": "background.js"
  },
  "browser_specific_settings": {
    "gecko": {
      "id": "visit-counter@example",
      "strict_min_version": "121.0a1"
    },
    "gecko_android": {
      "strict_min_version": "121.0a1"
    }
  },
  "minimum_chrome_version": "121"
}

./manifest.js Cross-browser WebExtensions — Short-lived background



globalThis.browser ??= chrome;

let count = 0;

browser.webNavigation.onCommitted.addListener(async (details) => {

  ++count;

  // The "text" parameter should be a string, so convert count to a string.
  browser.action.setBadgeText({ text: "" + count });
}, {
  url: [ { hostEquals: "extensionworkshop.com" } ],
});

./background.js Cross-browser WebExtensions — Short-lived background



globalThis.browser ??= chrome;

let count = 0;

browser.webNavigation.onCommitted.addListener(async (details) => {

  ++count;

  // The "text" parameter should be a string, so convert count to a string.
  browser.action.setBadgeText({ text: "" + count });
}, {
  url: [ { hostEquals: "extensionworkshop.com" } ],
});

./background.js

⚠ State is lost when background terminates

Cross-browser WebExtensions — Short-lived background



globalThis.browser ??= chrome;

let count;

browser.webNavigation.onCommitted.addListener(async (details) => {
  if (!count) { // First run since wakeup, fetch the last known count.

    let items = await browser.storage.session.get({ count: 0 });
    count ??= items.count;

  }
  ++count;
  await browser.storage.session.set({ count });
  // The "text" parameter should be a string, so convert count to a string.
  browser.action.setBadgeText({ text: "" + count });
}, {
  url: [ { hostEquals: "extensionworkshop.com" } ],
});

./background.js Cross-browser WebExtensions — Short-lived background



globalThis.browser ??= chrome;

let count;

browser.webNavigation.onCommitted.addListener(async (details) => {
  if (!count) { // First run since wakeup, fetch the last known count.

    let items = await browser.storage.session.get({ count: 0 });
    count ??= items.count;

  }
  ++count;
  await browser.storage.session.set({ count });
  // The "text" parameter should be a string, so convert count to a string.
  browser.action.setBadgeText({ text: "" + count });
}, {
  url: [ { hostEquals: "extensionworkshop.com" } ],
});

./background.js

⚠ Multiple events can lead to parallel (re)initializations

Cross-browser WebExtensions — Short-lived background



./background.js

globalThis.browser ??= chrome;

let count;
let countPromise;

browser.webNavigation.onCommitted.addListener(async (details) => {
  if (!count) { // First run since wakeup, fetch the last known count.
    countPromise ??= browser.storage.session.get({ count: 0 });
    let items = await countPromise;
    count ??= items.count;
    countPromise = null;
  }
  ++count;
  await browser.storage.session.set({ count });
  // The "text" parameter should be a string, so convert count to a string.
  browser.action.setBadgeText({ text: "" + count });
}, {
  url: [ { hostEquals: "extensionworkshop.com" } ],
});

Cross-browser WebExtensions — Short-lived background
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Untrustworthy 
content
● Soft content blocking
● web_accessible_resources
● Untrustworthy web pages
● Declarative Network Request handling

Cross-browser WebExtensions



{
  "name": "Soft content blocker",
  "version": "1",
  "manifest_version": 3,
  "content_scripts": [
    {
      "js": ["contentscript.js"],
      "matches": ["*://*/*"]
    }
  ],
  "web_accessible_resources": [
    {
      "resources": ["extStyle.css"],
      "matches": ["*://*/*"]
    }
  ]
}

./manifest.json Cross-browser WebExtensions — Untrustworthy content



globalThis.browser ??= chrome;
var div = document.createElement("div");
var shadow = div.attachShadow({ mode: "closed" });

var button = document.createElement("button");
button.textContent = "Click to reveal content";
button.onclick = () => div.remove();
shadow.append(button);

var style = document.createElement("link");
style.rel = "stylesheet";
style.href = browser.runtime.getURL("extStyle.css");
shadow.append(style);

document.body.append(div);

./contentscript.js Cross-browser WebExtensions — Untrustworthy content



:host {
  backdrop-filter: blur(9px) !important;
  position: fixed;
  top: 0;
  left: 0;
  right: 0;
  bottom: 0;
  z-index: 2147483647;
}

./extStyle.css Cross-browser WebExtensions — Untrustworthy content



{
  "name": "Request blocker, options UI only",
  "description": "Request blocker with declarativeNetRequest, 
configurable through options UI. Does not require any other 
scripts.",
  "version": "1",
  "manifest_version": 3,
  "permissions": ["declarativeNetRequest"],
  "options_ui": {
    "page": "options.html"
  }
}

./manifest.json Cross-browser WebExtensions — Untrustworthy content



./manifest.json

{
  "name": "Request blocker, options UI only",
  "description": "Request blocker with declarativeNetRequest, 
configurable through options UI. Does not require any other 
scripts.",
  "version": "1",
  "manifest_version": 3,
  "permissions": ["declarativeNetRequest"],
  "options_ui": {
    "page": "options.html"
  }
}

Cross-browser WebExtensions — Untrustworthy content



./options.html

<!DOCTYPE html>
<html>
<head>
<meta charset="utf-8">
<meta name="viewport" content="width=device-width"> <!-- mobile-friendly -->
</head>
<body>
  Specify the newline-separated list of URLs that you would like to block.
  Wildcards (*) are supported.
  <textarea id="inputField" style="width:100%;min-height:10em"></textarea>
  <button id="saveButton">Save changes</button>

  <script src="options.js"></script>
</body>
</html>

Cross-browser WebExtensions — Untrustworthy content
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Resources
● https://extensionworkshop.com

● https://github.com/mozilla/web-ext/

● https://discourse.mozilla.org/c/add-ons

● https://blog.mozilla.org/addons/

● #addons at chat.mozilla.org: https://matrix.to/#/#addons:mozilla.org/

Cross-browser WebExtensions
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Contact
● Rob Wu

○ Email: rob@robwu.nl

● Simeon Vincent

○ Mastodon: @dotproto@toot.cafe

○ Twitter: @dotproto
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